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INTRODUCTION 
Under the terms of reference laid down by the Governing Board of INTOSAI, the 
Working Group on Public Debt (WGPD) was given the task of publishing guidelines 
and other information materials to be used by Supreme Audit Institutions (SAI) to 
encourage the proper reporting and sound public debt management. 

This guide seeks to increase WGPD capacity by providing a general framework that can 
be used in SAIs audits to evaluate general and operation controls of Public Debt 
Information Systems. 

As information technology has advanced, government organizations have become 
increasingly dependent on the use of IT to carry out their business operations and 
delivery service and to process, maintain and report essential information. According to 
an IMF Working Paper, “a FMIS (Financial Management Information System) usually 
refers to computerization of public expenditure management process including budget 
formulation, budget execution and accounting with the help of a fully integrated system 
for financial management of the line ministries and other spending agencies.”  

The Institute of Electrical and Electronics Engineers (IEEE 1471) defines systems as “a 
collection of components organized to accomplish a specific function or set of 
functions.” In particular, the major activity of a system in a debt office is to maintain the 
loan database for public sector borrowings using software that is adequate for both 
recording and undertaking the analytical functions of the Public Debt Management 
Office. 

This guide is structured in planning, assessment general controls and assessment of 
application controls. 

IT audit can be classified with respect to predominat approaches, as follows: 

- IT Governance  

- Data auditing 

- Information system auditing 

- IT contracting 

- Information Security 

In general, an IT auditor works with more than one approach, however, the auditor can 
choose the approach that will be predominant. 

In this guidance, the predominant approach is Information System Auditing. 

In the references public debt information system (PDIS) comprehends one or more 
information systems used in public debt management. 
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The evaluation of the general controls and the identification of the application controls 
of the PDIS can be carried out by an auditor that is not specialized in IT, however, the 
auditing will be able to have better results if an auditor specialized in IT integrates the 
audit team.  This is essential in the accomplishment of the re-performance tests. 

As well as  complying with the Lima Declaration of Guidelines on Auditing Precepts, 
VI - Reporting, , when appropriate, reporting audits public debt information system have 
to be in accordancewith requirements stated by ISSAI 5440 – Guidance for Conducting 
a Public Debt Audit – The Use of Substantive Tests in Financial Audits, 2.6 – Reporting 
Audit Results. The PDIS reports can include elements stated by ISSAI 4100 – 
Compliance Audit Guidelines, 9 – Reporting. 
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1. PLANNING 
The Public Debt Information System can be considered as a set of interdependent parts 
(physical structures, staff, technology tools) that interact in order to record, to control, to 
assess, and to manage transactions that generate public debt. 

This phase helps the auditor gain an understanding of the system’s related operations 
and controls and related risks in view of inherent public debt’s operation flow risks. 
Based on this understanding the auditor evaluates the overall control environment, 
identifies which are the systems used in public debt management, surveys all the 
documentation relative to these systems, and makes a preliminary risk assessment. The 
result of the assessment will guide the extent of procedures to be employed in the 
testing phase. 

The SAI also has to carry out an examination of all the structure related to the Public 
Debt Office, such as the staff, process, type of debts, data security, technology tools, 
and others.  

In this phase the auditor should include a preliminary evaluation of the Public Debt 
Office Structure and the Public Debt Operations Flows, covering: 

- how the public debt information system is organized; 

- how the internal auditing is acting; 

- how the physical documents of the operations are stored;  

- the use of computer hardware and software; 

- operations processed by the computer and their relative significance to the 
system, and; 

- how the relationship between public debt information system happens; 

- responsibility for maintenance of public debt information system’s hardware and 
software (within PDOM or outsourcing); 

- methods and procedures laid down for implementation of new operations or 
revisions to existing operations; 

- previous audits (internal or external) on public debt information system; 

- previous evaluation about internal controls of public debt management office 
(DMO). 

If there was no previous DMO’s internal controls evaluation, it may be necessary to 
carry out an evaluation on that aspect. The SAI will have to assess the need for this 
evaluation.  
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Depending on the sophistication level of the public debt information system, as well as 
on the volume and the amount of operations, a risk assessment could become necessary 
to restrict the scope of the audit to areas and applications that present higher risk. 

The evaluation of general controls will always have to be carried through, 
independently of the sophistication level of the system. 

The sophistication level of the system will determine the audit procedures to be carried 
out and will also indicate whether or not it is necessary to have an IT specialist in the 
team. 

Using the model of IT sophistication level presented in the article “The Minimum IT 
Controls you the Assess in the Financial Audit (Part I)”, of the ISACA Journal, Vol. 1, 
2010, and inserting in this model the types of public debt recorded into the system, 
results in the following model for evaluation of the sophistication level of public debt 
information system: 

Model for Public Debt IT Level of Sophistication 
IT Sophistication 1 or Low 2 or Medium 3 or High 

Types of Public 
Debt 

contractual contractual; on-
lending loans; 

contractual; on-
lending lons; 
securities  

Servers 1 2-3 >3 
Network O/S COTS Nonstandard, or >1 Multiple/WAN 
Workstations ~1-15 ~15-30 ~30+ 
Application COTS Some customizing ERP and/or 

customized 
Remote locations None ~ 1-2 >2 
ICFR (internal 
controls over 
financial reporting) 

In COTS or few Medium number 
and/or manual 

Large number 

Emerging/advanced 
IT 

None to few Few to moderate Moderate to many 

Online transactions None Few Many 
 

For level 1, it is possible that the IT procedures (inquiry and observation types) could be 
performed by a non IT-specialized auditor. Level 2 would require an IT auditor and 
level 3 would require one or more IT auditors. 

To know in detail a public debt information system means to know the inherent data and 
information flows. An adequate way for this is through mapping of the main Public 
Debt Information System process related to recording, controls, security, reporting and 
analysis. 

Information Systems can generally be evaluated from the viewpoint of their usefulness, 
usability and quality that are related to coverage, functionality, flexibility, consistency, 
precision and timeliness. 
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The flows of Public Debt Information Systems (PDIS) are settled almost always in the 
Debt Management Office (DMO). Other offices can also be responsible for data entry of 
debt, basically, in the case of contractual debt. 

Each core function (Back, Middle and Front Office) has its own data and information 
flows. The majority of data flows related to public debt is in the Back Office, including 
external data, charged by data entry recording and control. 

An evaluation of a Public Debt Information System can be made in an overall way or in 
specific parts or flows. 

As many countries use a non-customized system in public debt management , developed 
and updated  by a third-party  international organisms (.e.g. DMFAS, CS-DRMS), the 
use of such reports becomes important with respect to the performance of the system in 
the period, evolutions occured, requests for system maintenance, records  of incidents. 
The IT audit reports from such organisms also are important tools for the work of the 
auditor. 

In the case of countries that use DMFAS or CS-DRMS in public debt management, 
audit reports of the PDIS carried out by other countries (SAIs), will be of great use to 
users of such systems for identification of deficiencies that are most frequent and/or 
have more impact. 

If there is an auditor in the team that is new in IT audit, it is important that he/she 
acquire knowledge about usual terms. In this case, a good IT technical dictionary is a 
great investment for the SAI. The Information Systems Auditing – Glossary of Terms, 
by the INTOSAI Working Group on IT Audit, is very useful for this purpose. 

Some web glossaries can be very useful: 

- http://www.webopedia.com 

- http://whatis.techtarget.com/ 

Autidors who are already familiar with the IT expressions must know the terminology 
used in DMO, especially acronyms and abbreviations,(types of headings, sectors of the 
DMO, creditors, name of systems, softwares used by DMO, etc). It is considered 
essential to have this knowledge before carrying out the interviews. 

Obtaining 
- Inventory of information systems used by DMO and related  system 

documentation; 

- Inventory of both computer and network operating systems used by DMO; 

- Number of workstations in DMO, their specification and location (whenever 
placed outside of DMO); 

- Updated Mapping of processes flows of DMO; 

http://www.webopedia.com/�
http://whatis.techtarget.com/�
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- Previous audit reports on DMO; 

- Previous audit reports related to IT; 

- Laws and regulations related to DMO framework and public debt management; 

- List of managers of DMO and IT management, business continuity management, 
human resources management, risk management, internal audit, and others, and 
their roles, addresses, e-mails and telephone  numbers; 

- Number of DMO employees, their roles, whether each of them is a system user , 
description of type of contact with system (data input, report generation, etc); 

- Number of IT employees (if this unit is segregated from DMO) and related roles; 

- Documents intended to show DMO functioning and/or its systems (slides, text, 
etc); 

- Other documents related to public debt management office and/or its system 
(slides, texts, targets and annual debt management reports); 

- Reports disseminated by outsourced entities in charge of providing system 
maintenance. 

Procedures 
- Identify main application controls on system documentation: data input, 

processing and output controls; 

- Carry out a risk assessment on these main application controls; 

- Determine which of the systems impact critical functions and data, such as input, 
processing and output of data, creditors list, public debt calculations, reporting, 
decision making; 

- In view of risk assessment, assess what risks affect these systems and the severity 
of the impact on public debt management; 

- Rank the systems based on the above assessment and decide the audit priority, 
and estimate resources and schedule; 

- Identify, in previous audits, findings related to weak points of public debt 
operation flows and/or of system used on public debt management; 

- Verify existance of legal rules related to use, maintenance and business 
management of public debt information system; 

- Arrange interviews with head of IT unit, managers and tecnical body responsible 
for working on development/maintenance/operation of system. 
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SAI should have answer to the following questions 
- What are the systems and what is the role of each of them in public debt 

management? 

- Was he PDIS developed by the DMO exclusively or was it acquired from a third-
party? In case of the latter, has any adaptation been made in order to cater to any 
specific neeed of DMO? 

- Who are the main users of the PDIS? 

- What is the level of sophistication of the PDIS? 

- What are the main application controls of the PDIS? 

- What are the risks related to data input, processing and output of the PDIS? 

- Who should be interviewed about issues of IT general controls in the DMO? 

- Which are the people who should be enterviewed to clarify application controls 
of the PDIS? 
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2. GENERAL CONTROLS 
General controls provide the framework of overall controls for IT functions.1

i) organizational controls  

 Those 
controls are designed to address issues in development, use, and maintenance of the 
environment. A comprehensive set of the various categories of general controls 
includes:  

ii) physical controls 

iii) logical access controls 

iv) environmental controls 

v) program change controls 

vi) business continuity planning and disaster recovery 

2.1. ORGANIZATIONAL CONTROLS 
Organizational controls mean policies, procedures and organizational framework 
established to ensure sound human resource policies and management practices, 
segregation of duties, information security policies, to provide methods for assessing 
effectiveness and to ensure operational controls and efficiency. 

Policies, Procedures and Organizational Framework 

DMO structure controls in place have to be designed to allow for overall success of 
business processing and related public debt operations. 

The use of standards, resulting policies and procedures, and specific manuals is the best 
way for an organization to achieve controlled operations.2

Technical support and provision of a help desk for end users are critical when people 
run systems and perform data entry in remote locations. Wherever their location, 
operations people need adequate run instructions, current manuals for their 
responsibilities, including steps to follow in application processing (preparation and 
entry of input, normal and exception processing, distribution of output).

 

3

Human Resource Policies 

 

All phases of public debt processing should have current, accurate, and complete 
manuals and associated training for all personnel. Current job descriptions should exist 
for all personnel in order to provide clear-cut definitions of responsibilities. Defining 

                                                           
1 IDI-e-Learning Course on Auditing Public Debt Management, Session 6: Auditing Public Debt Information System 
2 Information Technology Audits, Xenia Ley Parker 
3 Information Technology Audits, Xenia Ley Parker 
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roles and responsibilities in detail provides both the authorization to perform actions 
and accountability for having performed them.4

The organization also must be alert to training of the staff of the IT area. This aspect has 
special importance since the technology of the information is in constant evolution, with 
the emergence of new softwares and hardwares each time more frequently. 

 

Information security is currently one of the biggest concerns of the institutions and 
therefore the IT staff also must be constantly updated regarding the new threats and the 
tools to fight them. 

Segregation of Duties 

In accordance to the ISACA Glossary, segregation of duties (SoD) is defined as a basic 
internal control that prevents or detects errors and irregularities by assigning to separate 
individuals responsibility for initiating and recording transactions and custody of assets 
to separate individuals.  

To ensure segregation of duties is a proven way of ensuring that transactions are 
properly authorized, recorded and that assets are safeguarded. Separation of duties 
occurs when one person provides a check on the activities of another. It is also used to 
prevent one person from carrying out an activity from start to finish without the 
involvement of another person. 

Segregation of duties has to be established to prevent one individual from obtaining 
control of key aspects of computer operations and thereby gain unauthorized access to 
records.  

In some cases, mainly in smaller DMOs, one person might be responsible for system 
administration, LAN administration, security, the database management system, and 
more. In such cases, operations controls should be designed to monitor the activities. If 
there is no budget for the additional people needed to achieve a separation of duties, 
monitoring and logging is recommended.5

Segregation of duties within user profiles/accounts: SoD can be obtained through  role-
based access privileges. The access rights should reflect the roles of DMO employees. 
For example, the same employee cannot have payment and authorization user profiles 
allocated within the application. 

 The problem of monitoring as an alternative 
is evident in environments where system administrators can override monitoring, logs, 
and other processes put in place to watch what they are doing. 

Segregation of duties in the user access rights: SoD is also obtained through a well-
made user profile. The same user profile cannot have access rights to review, authorize 
and submit user access rights and also include entry input access rights, simultaneously. 

                                                           
4 Information Technology Audits, Xenia Ley Parker 
5 Information Technology Audits, Xenia Ley Parker 
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Segregation of duties across multiple applications: In large organizations, users have 
access to a number of applications (different systems or software) that may be 
appropriate to their role. A holistic approach needs to be adopted while performing this 
testing, to ensure that access rights of the user in those applications do not violate SoD 
principles.6

Much of the segregation of duties testing is done by IT auditors, looking for conflicts 
within a system. However, there are considerable risks in manual processes outside the 
system, especially below the materiality threshold. Considering processes and risks 
outside of the system are just as important as those inside the system, if one wants to 
look at fraud risk holistically.

 For example, a DMO user may have bills entry access rights in an 
application and payment approval rights in a payment application. This is an explicit 
violation of SoD principles. 

7

Information Security Policies 

 

Information Security Policy (ISP) consists of general principles and procedures to be 
followed by the organization while physical and logical access policies are detailed 
procedures and rules to ensure the compliance of ISP. 

Information security policy is a written policy that is championed by senior 
management, reflecting the views of business leaders and users throughout the 
organization, communicated to all concerned. 

The information security policies must be formal, that is, despite the fact that there are 
good IT practices in DMO, it is necessary that a written and updated document establish 
the lines of direction, criteria and procedures to be observed. 

An executive-level committee responsible for assessing requirements for security 
guidelines and practices should meet regularly. With representatives from all critical 
areas of the organization, the committee should review and update requirements in the 
ever-changing environment.8

In many countries, the DMO is located inside of the Ministry of Finances. In this case, 
MF must establish its information security policies that will be valid for all the 
departments that compose it, including the DMO. There is no need for another specific 
policy for DMO, since it will become represented in committee. 

 

For implantation and maintenance of the process of information security it is important 
that the representative of DMO defend one clear policy, lined up with the objectives of 
the management of public debt and that he/she demonstrate support and commitment to 
the information security through publication and maintenance of one information 
security policy for DMO as a whole. 

                                                           
6 Application Security Controls: An Audit Perspective, Alagammai Adaikkappan 
7 Beyond Segregation of Duties: IT Audit’s Role in Assessing User Access Control Risks, Jeffrey T. Hare 
8 Information Technology Audits, Xenia Ley Parker 
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The US Department of Homeland Security website states the following 
cybersecurity tips: 

General tips 
- set secure passwords and don´t share them with anyone 
- keep your operating system, browser, anti-virus and other critical software up to 

date 
- verify the authenticity of requests from companies or individuals by contacting 

them directly 
- pay close attention to website URLs you visit 

Email 
- turn off the option to automatically download attachments 
- save and scan any attachments before opening them 

Social Media, Video Games, Forums, Chat Sites and more 
- limit the amount of personal information you post 
- take advantage of privacy and security settings 
- be wary of strangers and cautious of potentially misleading or false information 

Mobile 
- only access the internet over a secure network 
- be suspicious of unknown links or requests sent through email or text message 
- download only trusted applications from reputable sources or marketplaces 

At Home 
- talk to your children about Internet safety 
- inform children of online risks 

At Work 
- restrict access and secure the personal information of employee and customers 

to prevent identity theft 
- be suspicious of unsolicited contact from individuals seeking internal 

organizational data or personal information 
immediately report any suspect data or security breaches to your supervisor and/or 
authorities 

 

Security administration consists of implementation, configuration, and monitoring of 
the information security architecture, policy and guideline enforcement as a whole, 
including day-to-day operations, technical support, help desks, user awareness, training, 
documentation, maintaining evidence for follow-up, possible legal actions.9

                                                           
9 Information Technology Audits, Xenia Ley Parker 
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Information security relates to the public debt audit because of the inherent risk that an 
unauthorized party could gain access to public debt applications or data and 
intentionally or unintentionally create misstatements in the data. 

Another concern about information security is related to outsourcing policy. If public 
debt IT services are outsourced, this increases the risk of allowing a third-party to have 
access to the business secrets, important data and public debt strategies. Thus, the 
auditor should be concerned with reviewing the policies and procedures which ensure 
the security of the public debt data and strategy.  

2.2. PHYSICAL ACCESS CONTROLS 
Physical controls include rules and practices to prevent unauthorized access to and 
interference with IT services, including administrative procedures, such as staff identity 
badges, control of visitors, physical measures such as mechanical key locks and 
electronic door locks, cameras and other means to limit physical access to servers and 
other critical infrastructure. 

2.3. LOGICAL ACCESS CONTROLS 
Logical access controls use computer system’s built-in security to prevent unauthorized 
access to sensitive files and data and to ensure that all users have access rights that are 
limited to the requirements of their job descriptions. It includes firewalls, antivirus, 
intrusion and malware detection. 

In modern systems these controls are obtained in many and varied ways. They are 
implemented through application software, the operating system, the database 
management system, access control software, online transaction processing monitors 
(OLTP), servers, the network, the LAN, and possibly other software.10

Logical access controls are generally considered to be even more important (i.e., higher 
risk) when remote access is possible, in which case it is generally considered best to add 
another layer of controls, such as biometrics, swipe cards, security questions, temporary 
personal identification numbers (PINs), used to increase control over authentication of 
users. It is the implementation of both authorization and authentication.  

 

Authorization provides the functionality to verify that a certain combination of ID and 
password has been granted authorization to access the network. That ID/password also 
has been granted access to a limited number of files, applications, or data and 
appropriate access rights via some network technology. Usually, authorization is the 
only access control in most basic of systems and circumstances (small organizations or 
low-risk situations). 

Authentication becomes the second aspect, and more powerful in terms of mitigating 
risk. Authentication verifies that the login (ID/password) belongs to the person who is 

                                                           
10 Information Technology Audits, Xenia Ley Parker 
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attempting to gain the access, i.e., users are who they say they are.11

No former employee, non-employee of DMO or “virtual” user canhave active access 
right into the PDIS. A “virtual” user is often used to test new applications (test 
environmental) and has to be disabled before the application starts effective production. 

 Swipe cards, smart 
cards, USB devices, temporary PINs, specific and private information, and biometrics 
are example of authentication. 

2.4. ENVIRONMENTAL CONTROLS 
Environmental controls are rules, practices and built conditions to prevent damage 
caused by electrical instabilities, fire, dust, water, food, extreme temperatures or 
humidity, static electricity. 

The location risks are addressed by physical environmental controls, such as having 
sufficient electrical power and backup, uninterruptible power supply, a generator, fire 
suppression, air conditioning and purification where needed, and other controls specific 
to local conditions. Although the focus of theses controls is the data center (or area 
devoted to IT equipment, which requires specific surroundings or at the least protection 
from theft), they also apply to all office surroundings.  

2.5. PROGRAM CHANGE CONTROLS 
Program change controls include rules to ensure that all changes to the system 
configuration are handled accurately, completely and in a timely manner. 

Upgrades and changes should have a formal process to ensure logging of all changes 
and to provide the ability to back out in case there are problems with the new version. 
Change control processes and procedures should ensure that upgraded, changed, or new 
versions of the application software on all servers are current, consistent, and 
compatible across the environment. 

Only change control personnel would have access to moving programs into production, 
and restrictions on access to production source and object program libraries also meant 
that unauthorized access was tracked and reported.12

Formal approval should be required before programs are transferred from test to 
production libraries, and all of the system, operations, and program documentation 
should be kept complete, up-to-date, and in compliance with standards, policies, and 
procedures. Prior versions of production programs and data must be retained as a 
backup in case the change must be backed out.

 

13

In some cases, systems require emergency changes due to failures or other problems 
that require immediate attention. Emergency changes often mean bypassing control 

 

                                                           
11 What Every IT Auditor Should Know About Access Controls, Tommie W. Singleton 
12 Information Technology Audits, Xenia Ley Parker 
13 Information Technology Audits, Xenia Ley Parker 
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processes in order to fix the problem and bring the system up again. When this happens, 
tenting and changes to documentation might not be performed at the time, but 
subsequent review and authorization through the normal change process should be 
performed when appropriate.14

2.6. BUSINESS CONTINUITY PLANNING AND DISASTER 
RECOVERY 

 

Business continuity planning (BCP) and related disaster recovery plan (DRP) are 
designed to address the availability objective. Contingency and disaster-recovery 
planning, plan viability, testing, monitoring, and the need for continuous updating of 
plans are critical factors.15

BCP, also known as contingency planning, is an overall approach to providing 
alternative paths in support of critical business processes in the event of an emergency, 
disaster, or other disruption. The focus is on total business survival, not just IT. 
However, the overall plan must include consideration of information systems and 
telecommunications network requirements.

 

16

The BCP and related DR plans can be developed at the same time so that all aspects are 
considered simultaneously. At a minimum, the plan must include procedures and 
criteria to determine when a situation is a disaster; the person in charge of making such 
the determination; and how to formally declare an event a disaster and put the plan in 
motion.

 This part of BCP is a disaster recovery 
plan (DRP). 

17

Availability is considered a key factor in terms of systems. In case of system crash, slow 
to a crawl, or if the system is hacked, suffers a denial-of-service attack, or otherwise 
becomes unavailable, DMO needs a plan for continuing processing, for recovery, and 
ultimately, for resuming of normal processing and other activities.  

 Plans for business resumption should include temporarily location of DMO’s 
workstations. 

A BCP includes a backup plan that should describe when the backup occurs, which data 
and programs are backed up and where the backup is stored. The backup restore should 
be tested periodically. 

Like the definitions of the disaster, the processes supported by the applications should 
be grouped into predefined classifications to help determine priority. Identify resources 
that support critical functions, including the physical locations, equipment, people, and 
use of technology.18

                                                           
14 Information Technology Audits, Xenia Ley Parker 

 

15 Information Technology Audits, Xenia Ley Parker 
16 Information Technology Audits, Xenia Ley Parker 
17 Information Technology Audits, Xenia Ley Parker 
18 Information Technology Audits, Xenia Ley Parker 
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The BCP and DR have to be tested periodically and the plans have to be adjusted based 
on these tests. There are numerous ways to test a plan depending on the scale and level 
of assurance required to execute that plan. The most basic tests are tabletop exercises, 
where key participants enact a simulation or paper test. A relatively simple test to check 
the call lists and contact information is called a notification check, in which people 
follow the sequence of calls spelled out in the plan and determine whether the 
information is current.19

When possible, the disaster should be simulated with the help of senior management in 
order to test recovery and resumption procedures. Most simulation tests are limited by 
necessity, due to the expense and time required for a full-scale test of all potential 
operational aspects.

 

20

Both IT and DMO user staff should receive training periodically. 

 

 Obtaining 
- Written policies and procedures manuals of DMO or MF:  

o Personnel management 

o Information security 

o Change management 

o Physical access 

o IT Environmental/Location Requirements  

o Logical access 

o Business Continuity Planning (BCP) 

o Disaster Recovery Planning (DRP) 

o Backup plan 

o Third-party service (IT services) 

o Priors risks assessment reports 

- Incidents’ logs on DMO’s demands about PDIS’ errors or use instructions reports 

- Security incidents’ logs reports 

- Prior internal audit general control reports 

- List of prior training about both PDIS use (DMO personnel) and IT updating (IT 
personnel) 

                                                           
19 Information Technology Audits, Xenia Ley Parker 
20 Information Technology Audits, Xenia Ley Parker 
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- List of changes in the PDIS program in the last 12 months 

- Logs and reporting of prior BCP and DRP tests and effective events 

- List of employees who have  access to server room 

- Description of PDIS access profile 

- List of DMO employees and access profile    

- Job specification (role definition) for both DMO and IT personnel 

Procedures 
- Interview DMO senior management about his interest in IT 

- Interview DMO users and IT personnel about: 

o the frequency of training 

o need of knowledge/training 

o knowledge of policies 

- Evaluate time spent to resolve DMO’s demands related to use instructions or 
failures in PDIS functioning 

- Identify more frequent PDIS’ failures and probable causes 

- Visit BD severs room to inspect environmental conditions  

- Assess consistency and completeness of BCP and DRP and if they are updated 

- Assess BCP, DRP and backup plan testing reports 

- Assess previous internal audit reports on IT general controls in order to identify 
serious shortcoming  

- Observe whether DMO staff works in accordance with standard procedures 
(established in manual) 

- Assess if access profiles are adequate with employee role 

- Verify if any former employee or person not employeed by DMO still has an 
active access profile 

- Verify whether there are firewalls, updated antivirus, malware and intrusion 
detectors  

- Verify whether OS is systematically updated on workstation 

SAI should have answer to the following questions 
- Is there monitoring on whole IT environment and structure continually? 
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- Has internal audit been performed periodically on DMO/PDIS operations? 

- Do DMO and IT personnel have periodic and adequate training? Does any 
training programme exist? 

- Are there written policies and standard procedures of: 

o information security? 

o human resources? 

o IT third-party services? 

o change management? 

o physical and logical access? 

o business continuity planning and disaster recovery? 

- Are the policies and standard procedures updated? 

- Are the policies disseminated adequately by DMO senior management? Do the 
DMO employees know these policies? 

- Have the DMO or MF management committed to developing and maintaining a 
good general IT environment? 

- If public debt IT services is outsourced, does the contract determine adequate 
controls to ensure non-access by a third-party to the business secrets, important 
data and public debt strategies? 

- Does IT management keep an audit log of operational problems, incidents, and 
errors? If so, does the log trace the incident from underlying cause to resolution? 

- Are there important unresolved PDIS instruction demands in help-desk? Why? 

- Are there escalation of problem for critical events and appropriate level of 
response based on priority of event? 

- Does a security incident report exist and is it reported to DMO managers? 

- Did prior changes follow standard procedures? 

- Were weakness reported in prior BCP and DRP tests or effective events? What 
actions have DMO taken to solve that weakness? 

- Is there any former employee, person not employed by DMO or “virtual” user 
with an active access profile? 

- Are access rights reviewed periodically? 

- Are update antivirus, firewall, intrusion and malware detection working? 
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- Has there been systematic update of the OS on workstation? 

- Facilities conditions and protection: 

o How is physical access to the mainframe and servers protected (door, 
lock, etc)? 

o Is there video supervision? 

o Are there windows? Are they protected against forced access? 

o Was everyone who accessed the server room authorized to do so? 

o Are there pipes (water, heating system, electricity, etc) throughout the 
server room?  

o Are there water, heat and humidity detectors? 

o Is there anti-flood system in server room? 

o Are there smoke/fire detection devices? 

o Is there a raised floor or is the equipment situated 15-20 cm above the 
floor on racks? 

o Is there an uninterruptible power supply (UPS)? If so, how long can the 
mainframe and servers operate on the UPS? 

FIGURE 1: Public Debt Audits by SAIs: The case of Moldova 

General control assessment (policies and standards) carried out by The Court of 
Accounts of the Republic of Moldova 

Of the IT policies and standards used according to the best international practices, the 
Ministry of Finance does not have approved the following important strategic 
documents: 

• IT development strategy. 

• Risk assessment and management. 

• Disaster recovery plan or business continuity plan. 

• There is no backup policy, although backup is made for DMFAS, using 
instructions from the application documentation. 

• Registration and procedures for incident management. 

• Change management record. Although since transferred under management of 
S.E. “Fintehinform” DMFAS did not suffer important modifications, such a 



 

20 

 

record is required for the management of any application. 

• Some provisions of the Regulation “On ensuring information security within the 
Ministry of Finance”, approved by the Order of the Minister of Finance No 
460-C of 20.08.2009, cannot be applied within DMFAS, because of 
application’s functional restrictions. 

As a result of delegation of powers and responsibilities for management, maintenance 
and development of all IT systems to S.E. “Fintehinform”, efficiency of general 
controls could provide the Ministry of Finance the assurance of continuity and security 
of information assets. Lack or insufficiency of some strategic documents, their 
inadequate observance or use is an essential risk factor for the IS in place, under 
development or implementation. 

Recommendation No 2: To develop and approve the required policies and strategies, 
and the existent ones to be reviewed and updated. 

There are no written procedures that would require that users’ requests be met through 
procurement, development, modification of a system. However, users’ requests are 
addressed in an appropriate way. 

There is no written procedure to require that use of IT environment performance and 
capacity to be measured, reported and reviewed by the management, to ensure timely 
execution, complete processing and data availability. Although no cases have been 
documented till now with regard to exceeding equipment capacities, their occurrence 
could be unavoidable. 

Recommendation No 3: To develop and implement some operational procedures, as 
follows: 

• change management procedure in applications and equipment, that would 
ensure that any change to the system is monitored, approved, implemented and 
could be removed in case of necessity; 

• procedure for addressing and solving user requests. 

Recommendation No 4: To periodically review equipment capacities to ensure 
continuity of operation and based on this analysis to develop a medium and long term 
re-equipment and procurement plan. 

 

FIGURE 2: Public Debt Audits by SAIs: The case of Brazil 

General controls assessment carried out by Brazilian Court of Audit on Integrated 
Debt System (SID) of Federal Government of Brazil 

Information Security Policy (ISP) 
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The audit team requested copy of the Information Security Policy (ISP) in place in the 
Nacional Treasury Secretariat (STN) and received only a copy of Ordinance 519, of 
13/10/13/2003, that deals with the institution of the Commission of Information 
Security of the agency. From reading Ordinance 519, the cited commission would be 
responsible for formulating, implementing and managing the ISP of the STN. In an 
interview carried out on 11/23/2011, the representatives of the STN confirmed that 
there is no  formal ISP, but they noted that the agency possess specific procedures in 
regards to the security of the systems. 

Access Control Policy (ACP) 

The audit team requested to the STN the delivery of copy of the Access Control Policy 
and procedures that discipline the control of logical and physical access in 
computational resources and information system. The STN presented Memorandum 
119/2011/COSIS/SUCOP/STN/MF-DF, in which it describes in general terms  the 
actions adopted to ensure the physical and logical control of the IT environment. The 
only formal document delivered by STN related to the logical controls was the 
Technological Model STN v. 1.3, of 2/21/2008, that describes the criteria for validation 
of users and passwords for access to the local net and the workstations. The STN did 
not make available a copy of a document that evidences the publication of the access 
control policy of server equipment and databases. Another point that is noteworthy 
regards the inexistence of a specific access profile for auditors by the beginning of the 
audit works, as evidenced in an interview with managers of the agency. This was, in 
fact, one of the factors that contributed to the delay in the concession of access to the 
system of production of SID. 

Business Continuity Plan (BCP) 

We also verified that the BCP of public debt management does not mention SID, as is 
inferred after reading the processes “SISCON_RLT_Gerencia_ 
de_Processos_GEROR” (process 02 Control of the External Federal Public Debt in the 
system “DIVIDA”) and “SISCON_RLT_Processo_Pagto” (C7 Activity - To pay 
External Securities and Contractual Debt). These only list the “DÍVIDA” subsystem. 
After analysis of the documentation delivered by STN, it can be concluded that the 
BCP elaborated for the agency  is incomplete and outdated, in disagreement with the 
recommendations contained in item 14 of “NBR ISO/IEC 27002:2005” and in item 
DS4 of Cobit 4.1, that deal with management of the continuity of the business. 

Determination: Based on article 43, I, of Law 8,443/1992 in conjunction with article 
250, II, of the Internal Regulation of the TCU, determine that the National Treasury 
Secretariat (STN): 

• according to the provisions in Normative Instruction - GSI/PR 1/2008, article 5, 
VII, implement and formalize an information security policy, observing the 
practices  contained in  Complementary Norm 03/IN01/DSIC/GSIPR 
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• according to the Complementary Norm 07/IN01/DSI/GSIPR, item 5.1, define in 
a clear and formal way the roles, groups and profiles of access to SID and the 
rules for concession of access, observing the recommendations contained in 
item 11.2 and subitems of NBR ISO/IEC 27002:2005 

• according to the provisions in the Complementary Norm 06/IN01/DSIC/GSIPR,  
keep the business continuity plan of the federal public debt updated and 
formalize the actions of IT under responsibility of STN, observing market best 
practices such as Cobit 4.1, item DS4, and NBR ISO/IEC 27002:2005, item 14 
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3. APPLICATION CONTROLS 
Application Controls are specific for a computational system application and include 
controls that help to assure authorization, integrity, precision, validity of the 
transactions, maintenance, and other types of inputs of data. They are incorporated 
directly in the programming of the application, in the three areas of operation (input, 
processing and output of data), with the objective of guaranteeing an integral, 
trustworthy and accurate processing. 

Examples of application controls include checks of the system on format of data entry 
in order to prevent possible invalid data, controls on forced transactions to prevent that 
users carry through transactions that are not part of their normal tasks (authorized), and 
creation of detailed reports and control of total transactions that can be checked by other 
units to assure whether all the transactions were registered in integrity and whether they 
are complete and accurate. 

Application controls can be classified as follows: 

- input 

- processing 

- output 

Documentation Standards 

Documentation standards ensure that adequate and up-to-date system documentation is 
maintained. Careful updating of documentation is also important.21

Without good documentation, it will be difficult to assure that controls will operate on a 
continuous basis and there will also be greater likelihood of error. Good application 
documentation reduces the risk of users making mistakes or exceeding their authorities. 
A review of comprehensive, up-to-date documentation should aid the auditor in gaining 
an understanding of how each application operates, and may help identify particular 
audit risks. 

 

Documentation should include: 

- a system overview 

- user requirements specification 

- program descriptions and listings 

- input/output descriptions 

                                                           
21 Information Technology Audit – General Principles (IT Audit Monograph Series # 1) - Índia Office of the Comptroller and Auditor 
General 
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- file contents descriptions 

- user manuals 

- desk instructions 

- data dictionary 

It can be classified as follows: 

System documentation: helps maintenance programmers to understand the system, 
correct problems, and make enhancements. Documentation builds at each phase in the 
development process and can be created as flow-charts, graphs, tables, or text for 
organization and ease of reading and may include: source of the data, data attributes, 
input screens, data validations, security procedures, description of calculations, program 
design, interfaces to other applications, control procedures, error handling, operating 
instructions, archive, backup, storage and recovery.  

User documentation: should include both automated and manual workflow for initial 
training and ongoing reference. In both cases, documentation should be updated as the 
system is modified. 

3.1. INPUT CONTROLS 
Input control is extremely important as the most important source of error or fraud in 
computerized systems is incorrect or fraudulent input. Controls over input are vital to 
the integrity of the system. 

These controls can be distributed into: 

- data input screens 

- data preparation routines (batch) 

- data input authorization 

- input documents retention (batch) 

- data input validation 

- procedures for error in data entry 

- support mechanisms to data entry 

The controls outlined above may be invalidated if it is possible to by-pass them by 
entering or altering data from outside the application. There should be automatic 
application integrity checks which would detect and report on any external changes to 
data, for example, unauthorized changes made by personnel in computer operations, on 
the underlying transaction database. 
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Input controls ensure the authenticity, accuracy, completeness, and timeliness of data 
entered into an application. Authenticity can be ensured by requiring secondary 
approvals of transactions above a defined threshold (waiting for to impact the database 
effectively). Accuracy is ensured by edit checks that validate data entered before 
accepting the transaction for processing. Completeness is ensured through error-
handling procedures that provide logging, reporting, and correction of errors. 
Timeliness is ensured through monitoring transaction flow, logging, and reporting 
exceptions. 

Data Input Screens 

Data input screens aim data entry occurs consistently.  

The PDIS may include functionalities as follows: 

- screens of the system, where the data entry of contractual and security debts 
occurs, structuralized in standardized form in relation to layout, disposal of the 
fields, subdivision in spreadsheet, etc 

- some fields with option box / combobox, that restricts the possible data of 
entrance 

- fields of mandatory entry identified in the screen (i.e. with asterisk aside them) 

- help on-line (F1) to help fill out fields 

Data Preparation Routines (batch) 

Data preparation routines intend to avoid failures in following-up of data input 
procedures (batch).  

The PDIS may include functionalities as follows: 

- in case of interfaces with other systems, the PDIS had built-in automatic 
environments for  data sharing and procedures to transfer data 

- automatic start of tasks in schedules preset by DMO to update indexers, debt 
stock, etc 

Data Input Authorization 

Data input authorization aims to assure that all of data input was authorized and 
recorded by someone with permission and access profile for this action. 

The PDIS may include functionalities as follows: 

- PDIS requires access password 

- Record of access log when there is manual data entry 
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- When registering a payment, if the user’s permission is revoked, the application 
will only inform about the revocation when user activates enter command, thus 
allowing logs of both the failed attempt and of the data that user intended to 
insert 

- Requirement for double command (approval) for some sensitive operations, such 
as to  activating a contract, modifying interest rates, contracted value, etc 

Input Documents Retention (batch) 

This dimension of data input controls refers to maintenance and control of original 
documents that support debt data records. 

- In case of automatic file transference, the PDIS must keep the original data 
received from another system, for the period preset by DMO 

Data Input Validation 

Data validation controls aim to assure that input data are valid and accurate. 

The PDIS may include functionalities as follows: 

- Automatic checklist to verify absence of values (e.g. in downloading of a 
historical series of indexers, the PDIS verifies whether some daily, monthly or 
annual value is missing) 

- All the screens of data entry identify clearly the mandatory fields and the system 
only allows to confirmation of the operation if all the mandatory information had 
been inserted 

- Each database table must contain a specific rule on the fields whose duplicity is 
not allowed 

- At the moment of the insertion of data, if the system considers that data is being 
inserted in duplicity, the application will not conclude the insertion and will 
return a message to the user informing the duplicity of the field 

- The system does not allow modification of some data after its insertion (e.g. 
exchange rate on the date of the operation). With regard  to other data, the system 
will allow alteration if some conditions are met (e.g. whenever a contract is in 
“Locked up” status or “Concluded” status, no data can be modified) 

- Some fields,  when filled out , demand that  other fields be filled (e.g. if the user 
informs that the contract has a commitment fee he must also inform the 
commitment tax) 

- The “dates” fields are essential for the general control of a debt contract. They 
are particularly useful in calculations of installments, to avoid delays of 
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payments, charging of fines, etc. Thus, the system must have basic rules for 
insertion of the information “date”, for example: 

o beginning date of calculation of the commitment fee < date of project 
conclusion 

o date of effectiveness < deadline  for disbursement and date of project 
conclusion 

o deadline for disbursement <= date of project conclusion 

- in case of a donation contract, the system must allow registeration of operations 
of disbursement since, in this case, there are no amortization and interests 
operations 

- the programming of a disbursement tranche cannot present overlapped periods. 
For example, the initial date of the second disbursement cannot be smaller than 
the final date of the first disbursement 

- in programming interests rate of a contract, there cannot be overlapping nor 
uncovered periods regarding  the validity of the fees in a same programming 

- in the disbursement record screen , when the user searches  for contracts in order 
to record a disbursement, the system must show only contracts with “Active” 
status and in that are in the “Disbursement” or “Disbursement and Amortization” 
phase 

- the system does not allow registration of some data for a future date, for example: 
disbursement, reversal of disbursement, contract cancellation, contract additive 

- the system does not allow modification of interest rates of an installmelnt that has 
already been paid  and any alteration of interest rate needs a  double command in 
order to be completed 

- when registering  payment of any amortization, in cases where the amount or 
date  informed  differ from those in the system, the system will have to emit a 
message to the user informing such situation, before the confirmation of the 
operation 

- when payment of any amortization is made, if the date of the liquidation is 
different from the date of maturity, the system must demand that the  
“Endorsement of the Creditor” and “Justification” fields be filled out 

Procedures for Error Data Entry 

An audit trail (or audit log) is a security-relevant chronological record, set of records, or 
destination and source of records that provide documentary evidence of the sequence of 
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activities that have affected at any time a specific operation, procedure, or event. Trail 
files or database table with a trail should not be accessible to normal IT users.  

The PDIS may include functionalities as follows: 

- DMO should define responsibility for suspense files 

- , programs of logging error activity, reporting open errors, and recording error 
correction should be built into the system 

- in a process of automatic downloading of data, if the system identifies absences 
in the series, an automatic email must be sent to the users for the appropriate 
measures 

- system should send to users periodic reports of unresolved errors, aging and 
prioritizing them 

Support Mechanisms to Data Entry 

These controls are related to support procedures in DMO addressed to help users in data 
input computer application, system reinitializing, and monitoring users activities to 
avoid probable deviation in established rules. 

Those mechanisms are strongly included in general controls, thus their evaluation can 
be carried out in that moment. 

3.2. PROCESSING CONTROLS 
Processing controls ensure the accuracy, completeness, and timeliness of data during 
either batch or on-line processing. These controls help ensure that data is accurately 
processed through the application and that no data is added, lost, or altered during 
processing.22

Completeness 

 

Completeness can be ensured in batch processing by balancing transactions going in 
with transactions going out of a predecessor.23

Balancing should occur between applications that share common data, by creating a 
reconciliation report that lists data from both systems and reports on any differences for 
a user group.

 

24

Balancing totals should include a transaction count and totals for all amount fields for 
each type of transaction, and cross-foot totals for detail fields to total fields.

 

25

                                                           
22 Information Technology Control and Audit – Second Edition, Frederick Gallegos 

 

23 Information Technology Control and Audit – Second Edition, Frederick Gallegos 
24 Information Technology Control and Audit – Second Edition, Frederick Gallegos 
25 Information Technology Control and Audit – Second Edition, Frederick Gallegos 
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In files where there are no meaningful totals, hash totals can be created that add all of 
the figures in a column to verify that the same total is accepted by the next process. For 
example, totaling debt agreement numbers does not mean anything, but this total can be 
used to verify that all the correct debt agreement numbers were included in 
processing.26

The PDIS may include functionalities as follows: 

 

- during interface with other systems, if there is an error in file processing,   an 
error file is generated and recorded in the system  

- the system must contain scheduled batch jobs for stock update, financial 
planning, indexers, future payments, etc 

- in case of error in processing of thebatch jobs, the system must send an email to 
the user informing the error 

- after the inclusion of an operation, the system must show a message (floating 
window) informing the success of the inclusion and presenting a summary of the 
inserted data 

- after an alteration of data previously registered, the system must show a message 
(floating window) informing the success of the alteration and presenting a 
summary of the modified data 

- after exclusion of previously registered data, the system must show a message 
(floating window) informing the success of the exclusion and presenting a 
summary of the excluded data 

- if the exclusion of a record affects the relational integrity of the database, the 
system must not allow the exclusion and must show a message (floating window) 
informing that the record cannot be excluded 

o for example, the data of a creditor bank cannot be integrally excluded 
from the table of creditors in case this creditor already has contracts in 
progress in the system 

- the system must not allow exclusion of data in contracts in the “Concluded” or 
“Cancelled” phase 

- the system must keep a history  of transactions carried out during the life of the 
contract at least for the creditor, contracted value, date of closing of the project, 
dates limit to disbursement fields  

- a contract can only be completely excluded during the “in negotiation” phase 

                                                           
26 Information Technology Control and Audit – Second Edition, Frederick Gallegos 
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- whenever the field “Contracted Value” is changed the system  must calculate 
automatically the field “Contract Balance to be Disbursed ” 

- the system must contain in its programming at least the following methods for 
calculation of installments: uniform distribution, simple interest, installment, 
price system, of constant amortizationsystem , Pool Unit basket of currencies 
(IBRD), UAC basket of currencies (IDB) 

- for each installment of the contract generated , the system must generate a 
memory calculation to demonstrate the stages and the amounts used  

- the dates of the installments can be generated automatically by the system, 
according to  the following examples of methods: 

o initial date and fixed  number of installments 

o initial date, final date and descending  number of installments 

o initial date, final date and fixed number of installments  

o initial date and periodicity 

o periodicity 

- when the date of the installment falls on a non-working  day, the system must 
offer two options: advance the date to the next working day or  bring it forward 
to the previous working day 

- if there is any alteration of interest rates the system must emit an alert: Tranche 
has suffered alteration in interest rate 

- the system  must foresee at least the following phases for tranches: 

o disbursing: tranches are created in this phase 

o completely disbursed: disbursement in this phase are not allowed 

o concluded: in this phase, tranche does not receive any financial operation 
and modifying any data using the application is not allowed 

- the system  must treat differently installments with overdue payments  

- the system should generate daily and automatically the financial schedule  of all 
of the “active” contracts and it should allow generation of specifics contracts 
manual command  

- the system must contain rules to make the status of the contract (Active, Inactive) 
compatible with the phases (Disbursing, Completely Disbursed, Amortizing, 
Disbursing and Amortizing, Concluded) in order to prevent contradiction in the 
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information. For example, a contract with an “Inactive” status cannot be in the 
“Disbursing” or “Amortizing” phase 

- the system must contain a program to update the phases of the contract, for 
example, when the balance to be disbursed is equal to zero, modify the phase 
from “Disbursing” to “Totally Disbursed” 

- in case of payment of an amount lower than  the one calculated one by the 
system, a message must be emitted at the moment of the entry of the payment. 
The message should be repeated until the due date of the immediately subsequent 
installment 

- the system allows cancellation of a contractual value as long as it is not higher 
than the value of the “balance to be disbursed” 

3.3. OUTPUT CONTROLS 
Output controls ensure the integrity of output and the correct and timely distribution of 
output produced.27 Weakness in processing may sometimes be compensated by strong 
controls over output. A well-controlled system for input and processing is likely to be 
completely undermined if output is uncontrolled.28

The completeness and integrity of output reports depend on restricting the ability to 
amend outuputs and incorporanting completeness checks such as page numbers and 
check sums.

 

29

Output files should be protected to reduce the risk of unauthorized amendment. Possible 
motivations for amending computer output include covering up unauthorized processing 
or manipulating undersirable financial results.

 

30

Output from one IT system may form the input to another system. Where this is the case 
the auditor should look for controls to ensure that outputs are accurately transferred 
from one processing stage to the next.

 

31

In the PDIS, output controls also can be programmed to detach main information that 
demands priority actions by manager of public debt. For example, amongst contracts 
with expiration in the current month, the system can show daily alert in the first screen 
of the system about contracts that have payment date expirating in next the 5 days. 

 

                                                           
27 Information Technology Control and Audit – Second Edition, Frederick Gallegos 
28 IT Audit Guidelines, ASOSAI 
29 Information Technology Audit – General Principles (IT Audit Monograph Series # 1) - Índia Office of the Comptroller and Auditor 
General 
30 Information Technology Audit – General Principles (IT Audit Monograph Series # 1) - Índia Office of the Comptroller and Auditor 
General 
31 Information Technology Audit – General Principles (IT Audit Monograph Series # 1) - Índia Office of the Comptroller and Auditor 
General 
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The system also can allow that a certain user profile can start the generation of reports 
in a priority mode, enabling the system to prioritize the reports to be generated. 

The PDIS may include functionalities as follows 

- automatic comparison of sum of origin data with sum of data processed 

- the system should inform the status of report generation requests, for example,  
“not started”, “in progress” and “concluded” 

- at the end of a report generation process, the system sends an email to user who 
made the request informing him/her that task was concluded  

- when accessing the system the users can see some messages, in accordance with 
their respective profile, that can include: 

o contracts with maturity within 5 working days 

o contracts with overdue payments of installments 

o contracts with partially paid  installments 

o contracts with  a disbursement deadline between 90-82, 60-52, 30-22, 10 
consecutive days: in the last 5 days, the system emits the message daily 
until disbursement is made, or the value to be disbursed is cancelled, or 
the deadline is modified  

o contracts with overdue disbursement deadline  

3.4. APPLICATION CONTROLS TESTING 
Once controls have been identified, the next step in an audit is to verify the control’s 
effectiveness. This can be accomplhished by: 

- submitting a set of test data that will produce known results if the application 
functions properly 

- developing independent programs to reperform the logic of the application 

- evaluating the results of the application 

This procedure means to test the integrity of a program built-in to the PDIS, but it does 
not mean to test the whole debt data integrity, although testing the integrity of a sample 
of debt data is also used to ascertain the integrity of program. 

Testing application controls of the PDIS is essential, but it is not always very easy.  If 
the system has a test environment, this can be used to test controls such as access rights 
and related functionalities access. Test environment can be used to verify almost all of 
the application controls related to data input, such as screens layout, entry field rules, 
automatic messages, impact of data entered in database, schedule generation. 
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In order to test calculation rules, such as those that relate to update of stock or debt 
service, the auditor may need to make use of a Computer Assisted Audit Techniques 
and Tools (CAATs). CAAT include many types of tools and techniques, such as 
generalized audit software, utility software, test data, application software tracing and 
mappng, and audit expert system. There are tools that analyse spreadsheet logic and 
calculations for accuracy. There are tools that analyse a database application and 
produce a logical slowchart, and there are generalized audit software that can be used to 
analyse data procuded from most applications. 

The auditor should evaluate the necessity to use a CAAT and whether it will be more or 
less sophisticated. The use should be according to the sophistication of the public debt 
management system. 

Obtaining 
- System and user documentation 

- Use cases specification for each application 

- Procedures manual to address processing errors 

- Data sample to re-perform operations to test application controls and calculations 

Procedures 
- Identify main controls  

- Classify the main controls in order to select which will be tested 

- Test selected controls 

- Proceed re-performance on sample of operations/agreements to check system 
calculations and data uptading 

SAI should have answer to the following questions 
- Is the system documentation sufficiently comprehensive? 

- Is the documentation updated to reflect system amendments? 

- Is a back-up copy of the documentation held? 

- Is  the PDIS audit trail maintained to enable tracing of debt contract or security, 
from signature or issue to their repayment?  

- Are the application controls included in documentation working effectively in the 
system? 

- Is there any application control included in documentation that is not 
implemented in the system? 

- Is there any necessary application control that is not included in documentation 
nor implemented in the system? 
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- Is there any processing error from days ago left unresolved? 

- Are there procedures previously established in case of processing error? 

- Are the employees acting in compliance with the previously established routine 
in case of processing errors? 

- Are the calculation rules working exactly into the system to update debt data 
(such as stocks, debt services)? 

FIGURE 3: Public Debt Audits by SAIs: The case of Brazil 

Application controls assessment carried out by Brazilian Court of Audit on 
Integrated Debt System (SID) of Federal Government of Brazil 

We have observed the nonexistence of an application to link all of on-lending 
operations, in which the Union (Federal State) acted as a financial intermediary 
between a multilateral institution and subnational entities. In these cases, the Federal 
State is the debtor in relation to a multilateral institution and creditor in relation to 
subnational entities. The first one is included in SID and is treated as any other 
contractual operation, but there is not a module to record the second type of operation. 

The audit team has identified many application controls built-in to the SID, as the 
follows:  

- Daily calculation of average duration, average maturity (batch) 

- Tranche’s status and phases are updated automatically 

- The system validates scheduling of disbursement and amortization 

- The system allows  input of expected tranches (needed in strategic plan) 

We did not identify in the SID documentation routines of automatic validation to 
certify the integrity and accuracy of report’s information. This validation,  since it is 
not automatic, should be carried out manuallly before disclosure or decision making. 
This last option increases the risk of inaccurate information. 

Recommendations: We recommend that the National Treasurye Secretariat: 

I) evaluate the opportunity and the convenience of implementing automatic 
routines into the SID in order to both ensure the integrity and accuracy of 
information of reports generated in the system, and to reduce public 
dissemination and decision making supported by incomplete or inaccurate 
information 

II) evaluate the opportunity and the convenience of implementing into the SID a 
module in order to record and assess on-lending operations and other similar 
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operations, in order to be able to better monitor such operations. 

 

 

FIGURE 4: Public Debt Audits by SAIs: The case of Moldova 

Application control assessment carried out by The Court of Accounts of the Republic 
of Moldova 

DMFAS application has sufficient integrated controls which automatically check if 
data entry was performed accurately, to be validated, however there are some aspects 
which pose concerns and are to be removed: operators have the possibility to enter data 
in system’s classifiers and in other system tables, which can affect accuracy and 
integrity of data by duplication or deletion of registrations. 

Recommendation No 15: To revise the possibility of restricting operators’ rights to 
entry, change or delete data in DMFAS database classifier, or include a possibility of 
identifying such operations to exclude duplication of data or their erroneous input. 

Besides the standard reports in place in DMFAS application, a large number of reports 
with generic character have been developed in “Excel” application, including most of 
the required aspects. Not all types of reports are systematically used. Most of the 
required reports are produced in “Excel”. However, there are certain reports generated 
manually from data obtained from other reports. Of concern is the modality of 
renewing data in “Excel” reports. Generation of reports is a quite complicated 
procedure, which could be drastically affected by the human factor. Moreover, 
generated reports could be modified without authorization, and these errors may occur 
in other important summary reports, which should have a maximum security and 
represent the main result of the activity of the Public Debt General Division. 

As a result, some minor deficiencies could critically affect reliability and accuracy of 
data of important reports on the activity of Public Debt General Division. 

Recommendation No 16: To consider the possibility of optimizing or automating the 
process of modifying reports to be generated. To identify a possibility of generating 
automatically the summary reports, eliminating human factor. An opportunity could be 
considered the possible migration to version 6.0. 
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