
Guaranteeing security and preservation of critical 
state databases of Estonia 

Is the preservation of data that is critical for the state of Estonia guaranteed? 

Summary of audit results 
This day and age, the preservation of the independence of Estonia means that in addition to physically 
defending the territory of the state, it is also necessary to protect the digital assets of primary 
importance to the state considering the events that pose the biggest threat to the Republic of Estonia. 
The digital assets that need to be protected the most are the data about the people living here, the 
territory of the Republic of Estonia and legislation that are held by the state. It is also necessary to 
protect the data of the property, real estate and rights belonging to people in Estonia. 

What did we audit? 
The Working Group on Critical Databases works by the Cyber Security Council on the initiative of the 
Ministry of Economic Affairs and Communications and has started to regulate the protection of the 
data in the databases that are the most important or critical to independence. 

In the course of the audit, the National Audit Office checked how the state has selected the data and 
databases that are critical to guaranteeing national sustainability. It was also checked whether and with 
which tools the security of these data and databases is guaranteed as well whether and how the long-
term continuity of the databases containing these data is guaranteed. 

Why is this important to taxpayers? 
As Estonia is a member of NATO and the European Union, the physical security of the state is better 
guaranteed than ever before. However, Estonia must consider the possibility that cyber security may 
also be at risk in the event of an escalation of security problems. Such risk scenarios and increasing 
number of information security incidents, such as cyber attacks and data leaks, may also jeopardise the 
data and databases that are the most important to the state. 

If the data that are of primary importance to the state are changed without authorisation, they leak or 
perish, the state will no longer be able to perform the necessary functions, including guarantee the 
security of the people living in the state, provide necessary services to them, create the environment 
required for business and much more. It is initially planned to spend about 1 million euros on storing 
critical data abroad. 

What did we find and conclude on the basis of the audit? 
The audit revealed that despite the implementation of the three-level baseline security system 
ISKE that is mandatory to state agencies and its audits, there are significant deficiencies in 
guarantee information security in several critical databases, such as the analysis of logs, 
penetration testing and protection of mobile devices. The special requirements needed for 
protecting critical data have not yet been established either. 

The Ministry of Economic Affairs and Communications has launched the first activities 
required for the protection of critical data, but the project of critical databases is in a stage 
where it would require a legally mandatory set of rules. There is also no detailed risk analysis or 
an action plan for the future. 



Backup copies of five critical databases are currently held at embassies located in foreign 
countries, but in the event of the physical destruction of the data centres located in Estonia, the 
preservation of the critical data in the remaining five databases would not be guaranteed. 

The National Audit Office made the following observations about the audited critical databases: 

■ No action plan or requirements have been established for the implementation of the concept 
of critical databases. The conditions for selecting critical databases have not been determined and 
there is no certainty that all of the necessary databases are included in the process. The additional 
protection of databases has been organised informally and is not mandatory to the owners of 
databases, which is why the data in the five critical databases are not backed up abroad. 

■ No additional information security rules have been established in critical databases. Neither 
the information security system ISKE not any legal acts or standards include additional 
requirements for critical databases, such as backing up the data outside Estonia. Backup copies of 
the audited databases are taken abroad,but recovering the work of information systems from them 
has not been tested. 

■ The implementation of ISKE and the related auditing are a problem in critical databases. No 
ISKE audits had been carried out during the time of the audit in two out of 10 databases and the 
audits were only organised by the end of this audit (30 November 2017). Only two critical 
databases have been audited as frequently as required by law. There have also been cases where 
the problems highlighted by the auditor had not been solved during the time between two ISKE 
audits (2-3 years). 

■ In the course of the audit, the National Audit Office found that some important information 
security measures had not been implemented in some critical databases. For example, the 
requirements for regular assessment of the vulnerabilities of information systems had not been 
determined in information security guidelines, regular checks or analyses of event logs had not 
been carried out, there were no information security training plans or analyses of information 
security awareness in the area of government that is the basis of such training plans, the integrity 
of files was not inspected in some cases and no external penetration tests were carried out. 

What did we recommend as a result of the audit? 
Recommendations of the National Audit Office to the Minister of Entrepreneurship and 
Information Technology: 

■ Determine the rules for additional protection of critical databases, incl. selection of critical 
databases, processing data therein and backing up of the data that are critical to the state; and 
assess how to provide additional funding for these activities. 

■ Analyse the different stages of the establishment of data embassies both in terms of financial 
planning and information security, and implement the best project management practices in the 
implementation of these stages. 

The Ministry of Economic Affairs and Communications agreed with most of the recommendations 
made by the National Audit Office. 

The National Audit Office presented its recommendations for the improvement of information 
security in the detailed summaries of checklists sent to the owners of critical databases. For 
example, the National Audit Office recommended the following: 

■ In information security procedures, determine how often, in what way and to which scope the 
vulnerabilities of critical databases must be assessed. 



■ In order to identify anomalies, regularly check event logs and prepare reports about this after 
determined periods of time. 

■ Assess the level of information security awareness of the staff of agencies and areas of 
government and on the basis of this, prepare plans for basic information security training and 
raising awareness. 

■ In information security procedures, determine how the inspection of the integrity of files will be 
guaranteed in systems of critical importance. 

■ Regularly order external and internal penetration tests to identify the vulnerabilities of critical 
databases. 


